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Today’s Agenda

Token Theft, small string BIG problem!

Huntress Managed ITDR 





What I hear everyday! 

“I’m too small to be attacked!”

“There are much bigger fish in the sea” “I’ve got nothing valuable”

“We only make X a year!” “There are much bigger fish in the sea”

“We have Anti-Virus and a Firewall, we’re 
good”

"A data breach is something that happens to 
M&S or JLR, not the local accounting firm."

"Why would a hacker spend time looking for 
us specifically?"

"My staff is like family; I trust them completely with 

our systems."

"I know all my employees; nobody here 
would click on a bad link."
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Token Theft
How they get Access!



What is a Token?



Passive session token theft is low risk / medium 
reward from the attacker perspective.

You might get lucky, you might not.

What if we need something a bit more targeted?



Identity Attack Example: Session Token Theft

Username✅
Password ✅
MFA Code ✅

https://login.onmicrosoft.com 
(legitimate page)



Identity Attack Example: Session Token Theft

Looks good! Here’s 
your session token:



Identity Attack Example: Session Token Theft



Identity Attack Example: Session Token Theft

Username ✅
Password ✅
MFA Code ❌

😡



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 



Identity Attack Example: Session Token Theft

From: Microsoft IT
Subj: URGENT!!! Account Action Required

Something weird is going on with your Microsoft 
online account. Please log in here to receive 
further instructions



Identity Attack Example: Phishing Email



Identity Attack Example: Session Token Theft



Identity Attack Example: Phishlets / Lures



Identity Attack Example: Session Token Theft



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

Username✅
Password ✅



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

Username✅
Password ✅



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

MFA?



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

MFA?



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

MFA Code ✅



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

MFA Code ✅



Identity Attack Example: Session Token Theft

https://some.evil.site[.]com 

Looks good! Here’s 
your session token:



Identity Attack Example: Session Token Theft



Identity Attack Example: Session Token Theft

Session token ✅



Identity Attack Example: Session Token Theft

😈



Malicious application permissions that 
give hackers access to your systems 

Application Permissions
Forward rules created to send emails to 

external addresses controlled by the 
attacker

Inbox Rule Creation

Access Granted - Now what?

Now they have Initial Access - They can 
laterally move across different 

applications

SSO Access



31

The Dark Side of AI



$31.1T

$11.5T

$19.7T



👾 AI-Driven Phishing/Vishing Attacks

● Deep Fake voice & video impersonation of execs to commit fraud
● AI driven Chatbot based - mimicking internal IT support to harvest 

credentials
● Auto personalised phishing emails
● Faster malware distribution and reconnaissance

💻Malware Enhancements 

● Faster and more automated ways to create NEW malware (zero day)
● Self-mutating malware, which bypass standard signature based AV 

(Look at EDR)
● Code obfuscation 

🏢 Risks of Organisations using AI

● Data privacy & security - Don’t teach the AI your company secrets 
risking data exposure

● Overreliance increasing human errors - double check what it has 
produced, don’t just copy/paste

● Rapid changes in global AI legislation (e.g., EU AI Act, UK’s DSIT 
policies) mean organisations risk non-compliance and heavy fines









The Evil Cousins of Chat GPT  



…Really Sasha? 

http://drive.google.com/file/d/1LA81GZ_cAjlmLIQNkApeqKMuspAHOG9o/view


Huntress Managed 
Security 

It’s time to fight back! 



Ready to wreck hackers on your behalf
100+ leading experts with eyes on your threats – 24/7

Security Analysts
24x7 team that 

investigates and 
responds to incidents

Threat Hunters
Specialists who 

proactively search for 
hidden threats

Detection Engineers
Technical experts who 

build and fine tune 
threat detection rules

Researchers
Conduct in-depth 

research on malware, 
vulnerabilities, and 

more

Threat Intel
Identify potential 

threats before we see 
them in the wild

MSP Managed
Keeping you informed 
and your operations 

running smoothly
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Huntress 
Managed EDR

Endpoint protection



EDR fills the critical gap 

Suspicious activity 
that needs human 

investigation

New malware 
missed by AV

Unknown 
threats 

● Collects detailed telemetry
● Detect new malware & 

attacker tactics and techniques
● Analyzes system behaviors
● Enables active response actions

● Noisy! Requires continuous tuning
● Not self- monitoring
● Needs experts to be effective
● Expensive! Both tools and people
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Endpoint Detection 

and Response (EDR)
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Huntress Managed EDR



Huntress Managed
Identity Threat Detection

& Response (ITDR)
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Huntress Managed ITDR



“All too often, the biggest vulnerability isn’t a zero-day 
exploit: it’s humans. We get tired, we get distracted, 
and we click things we shouldn't. These seemingly 
innocent mishaps turn a normal Tuesday into an 
unwanted interruption at 3am.” 



Your Move
Don’t be late! 

Sasha Roshan 
Senior Sales Engineer 


